
Children’s 
Guide to 
Online 
Safety



An original publication of Child Rights Coalition Asia 
Copyright 2016

Produced through the support of: 
UNICEF East Asia Pacific Regional Office
Plan International
Save the Children

Child Rights Coalition Asia (CRC Asia)
Unit 17 Block 6 Romarosa Townhomes
Luzon Avenue, Barangay Matandang Balara
Quezon City, Metro Manila
Philippines 1119
www.crcasia.org

Project Team
Amihan Abueva
Hazelyn Joy Bitaña
Diana Jean Moraleda
Ethel Fortaleza
Irma Dela Cruz
Francis Copino 

Artwork and Layout
R. Jordan P. Santos

The contents of this material came from the children who participated in the 
Regional Consultation on the Development of Online Child Safety Materials held on 
27-28 February 2016 in Bangkok, Thailand. Children from Cambodia, Hong Kong, 
Indonesia, Malaysia, Philippines, Thailand, and Vietnam also reviewed this material 
prior to publication.

This material may be reproduced provided that proper acknowledgement is given 
to the original publisher.



1

Hi, I’m Lei! I love learning about all 
kinds of things through the internet.

We’re here to share with you some 
information about making sure that we 
have a

Let’s start!

Hi, I’m Haya! I like chatting with my 
friends on social media.
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Before everything else, 
let me tell you why I like 

using the internet.

I like using 
the internet to:

Research interesting 
topics

Connect with friends

Talk to famous people

What do we 
like about 
the internet?



3

What else can 
we do online?

Write down 
the other 
uses of the 
internet.

Post photos of my 
adventures 

Watch videos from 
around the world

Learn different 
skills

Stay updated on 
news and trends

Play games
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People can use the 
internet to hurt us by:

The internet has 
many good uses but 
we must be careful 
whenever we use it.

What makes 
the internet 
harmful?

Tricking us into doing 
things we do not want 
to do

Showing us violent 
photos or videos

Exposing us to 
pornography



Write 
down other 
dangers 
related to 
internet use.
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Can you think of 
other ways that 
the internet can 

harm us?

What makes 
the internet 
harmful?

Sharing our private 
posts, photos, 
or videos

Revealing our 
secrets and 
confidential details

Saying mean and 
untrue things 
about us

Drawing us into 
violent extremism

Making us believe 
in false information
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n	we should remember the golden rule.

We must treat others the way we want to 
be treated. We must always be respectful 
to people we deal with through phones, 
computer, and technology.

n	we should promote positive 
messages online. 

How can 
we protect 
ourselves?

Be responsible users 
of technology.

Although the 
internet can be 

harmful, there are 
things that we 

can do to protect 
ourselves.
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How can 
we protect 
ourselves?

n	we should always be careful and 
CONSIDERATE when using gadgets. 

We must only use our gadgets in appropriate places and time.

In your opinion, is it acceptable to use your gadgets when you are:

	
n	We must control the time we spend on using the internet.

The internet must not rule our lives. We should remember that we 
have other responsibilities outside the internet.

Remember, 
anything we share online, even 

with friends, can be online forever 
and hard to delete.

How much time do 
you think should we spend 
on our computers, phones, 

tablets, and other 
gadgets?

Having dinner with friends?
Walking down the street?
Watching a movie or play?

Yes
☐

☐

☐

No
☐

☐

☐

Maybe
☐

☐

☐

n	we should think before we post and share our 
thoughts, photos, and videos. 
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n	We can use private settings in our social media accounts.

n	We must be careful in revealing personal information.

What are the types of posts that should be shared to the public?
n	News
n	Campaigns
n	And all the other information that will be helpful to the community

What are the types of posts that should be shared to family and friends only?
n	Personal photos and videos
n	Current location
n	And all the other information that should remain as secrets

n	In social media, we must add only the people that 
we really know well.

Be careful every time we 
connect to the internet.

Protecting our privacy is 
very important whenever we 

go online.

How can we protect ourselves?
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n	We can block or discontinue communication with people, 
pages, or companies that make us feel uncomfortable.

n	We should make passwords that are difficult to crack.

n	We must remember to always sign out.

If there are people or 
pages that make us feel afraid, hurt, 
or uncomfortable, the internet can 

help us get away from them. We just 
have to look for the “block” option in 
emails and social networking sites.
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n	We can stand up TO bullies BY IGNORING THEM AND not 
REACTING TO THEIR ATTACKS.

n	We can stop believing the bad things the bullies say about us. 

n	We can block the bullies’ accounts and messages.

n	We can give support to someone who experiences bullying.

n	We can ask for support from our friends, parents, and 
other people that we trust.

If you or someone you know experience 
online bullying, remember that you can do 

something about it.

Learn how to act against cyberbullying.

n	 We can be good role models to other children.
Let us show other children how to use the internet safely. 
We can share this booklet with friends and family.

n	 We should speak up and seek help.
If we feel uncomfortable about any experience online, 
we can always open up to adults and ask for their help.

Be a good role model 
and seek help, if needed.

How can we protect ourselves?
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What is the situation? What can we do?

We saw a photo or a video of a child being 
hurt.

Share the link to the social networking site 
of the police and social welfare.

Report the link to the company of the 
social networking site.

We saw a photo or a video of a child being 
asked to get naked and do inappropriate 
actions.

We saw a post that contains harmful 
words.

Report the link to the company of the 
social networking site.

There is an adult who is asking you to do 
things that you do not want to do.

Call a helpline.

Report the profile of the person to the 
social networking site.There is an adult who is asking your friend 

to do things that your friend does not 
want to do.

You shared an inappropriate photo or 
video of yourself, but you regret it and feel 
scared.

Immediately delete the photo or video.

Report the inappropriate photo or video 
so that the social networking site can help 
in deleting its traces too.

Call a helpline.

Someone edited a photo you shared that 
made you feel uncomfortable or ashamed.

Report the inappropriate photo to the 
social networking site.

Call a helpline.

We have a friend who is being threatened 
by someone.

Call a helpline.

We saw someone who is being bullied. Report the inappropriate post, photo, or 
video to the social networking site.

We can speak to other people, such as parents or teachers, 
if we feel unsafe or uncomfortable with something happening online. 
We can also report bad experiences to authorities through helplines 

and other platforms.

How can we 
seek help?
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A helpline is a service that 
children can call to talk 
about their problems, seek 
advice, or ask for help. 

What is a 
helpline? 

Do you know any number you can call for help? 
List down the numbers here:

Agency Name Contact 
Number

Social Media 
Accounts

Operating 
Hours

______________ ______________ ______________ ______________

______________ ______________ ______________ ______________

______________ ______________ ______________ ______________

How can we seek help?
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Do you know any number you can call for help? 
List down the numbers here:

Agency Name Contact 
Number

Social Media 
Accounts

Operating 
Hours

______________ ______________ ______________ ______________

______________ ______________ ______________ ______________

______________ ______________ ______________ ______________

Let’s review what we have 

learned to make the internet 

safe for children like us.

Be responsible 
users of 
technology.

Be careful every 
time we connect 
to the internet.

Help us protect other children 

too! Share the information you 

learned from this material so 

that we can have a 

It feels good to know that 

we can do something to 

protect ourselves.

Learn how to 
act against 
cyberbullying.

Be a good role 
model and seek 
help, IF NEEDED.

Summary
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